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J C Paterson

!1980s: Civil Servant 
!1990s: Finance 
!2000: HR 
!2002~2009:
!Chief Internal Auditor
!2010 ~
!Consultant/Coach  
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What I would be
thinking about right
now if I were you
~ to stay relevant
and
~ stay ahead

! Budget)cuts

! Audit)planning)and)scoping)

! Coverage)and)resources)

! Scoping)

! Understanding)and)managing)
organisational politics)

! Reporting

! Tuning)into)risk)appetite)

! Getting)to)the)root)causes)

! Follow@ups

! Looking)forward)
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Background 
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Things&go&wrong..&

What&can&internal&audit&learn?&

What&can&managers&etc.&learn?&



IIA&Budget&survey&~&2014/15&



Budget&increases&/decreases&2016&

i.e.)More)risk)…)and)many)frauds)etc.)but..))
~)Lets)reduce)back)office)and)internal)audit!)
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What could be 
Happening?

(part 1 – Culture)



What often happens

www.RiskAI.co.uk

“Ok)lets)fix)
the)brakes”

”Its)not)a)
priority”



Looked at&another way

www.RiskAI.co.uk

!

!

Culture'of'concrete,'tangible'things
Potential'things'have'to'be'VERY'big'
Need'to'find'a'way'of'making'them'real



What&are&these&other&things?&

! You)are)a)policeman)for)the)audit)

committee)

! I)didn’t)want)this)audit)

! I)did)my)best)and)don’t)appreciate)

your)criticism)– Lack)of)training,)

limited)resources)and)other)

priorities)are)the)main)reason)I)

didn’t)do)these)things)

! Remediation)will)consume)time)

and)resources)I)don’t)have
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What could be 
happening 

(part 2 – politics) 



What&are&these&other&things?&

! You)are)a)policeman)for)the)audit)

committee)

! I)didn’t)want)this)audit)

! I)did)my)best)and)don’t)appreciate)

your)criticism)– Lack)of)training,)

limited)resources)and)other)

priorities)are)the)main)reason)I)

didn’t)do)these)things)

! Remediation)will)consume)time)

and)resources)I)don’t)have

! My)boss)will)beat)me)up)over)this

! I’m)going)to)do)the)minimum)and)

see)if)I)can)get)away)with)that..



Political&types&in&an&organisation&&
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Wolf&in&sheep’s&clothing&
What&you&will&see…&

! No)response)to)e@mails)/)phone)messages)

! Cautious)on)awkward)topics)

! Keen)to)postpone)assignments)/)reports)

! Attendance)/)involvement)@ v)high)/)v)low)

! Cancel)meetings)at)short)notice)@ and)won’t)offer)new)appointment)soon

! Delay)/)Limit)information)(but)with)apparent)good)reason)

! Question)whose)role)to)carry)out)actions

! Claim)they)knew)about)/)were)working)on)certain)issues)(to)downplay)

value)from)the)assignment)

! Good)”in)the)moment”)in)meetings)(lobbying)beforehand)

! Agree)to)fix)and)then)delay,)or)fix)superficially)



Views on issues / areas for audit 

! Auditing'known'areas'of'weakness'– not'always'wise
! Does'a'satisfactory'Control'Self'Assessment'mean'less'or'more'audit'attention?
! If)a)project)cant)be)audited)for)fear)of)disturbing)the)project)– how)much)risk)must)
there)be)in)the)project?
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Planning&– Traditional&approach&

! Rational,)detailed)BUT)
! Not)obvious)what)point)is)being)made…
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Planning&– Assurance&approach

! 1@2)pages)~)gaps)should)leap)out
! Partial)coverage)should)be)explicit))
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Another&approach&to&highlight&gaps&
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Audit)
on)plan

Review
On)plan)

Never
audited

6
Audited)
~)2)years
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+
Other)

Assurance

Savvy)way)of)showing)resource)
constraints)and)“no)go”)areas



Another&approach&
Coverage&this&year,&by&risk/tier&vs.&total&universe&of&activities&

www.RiskAI.co.uk

Not)saying)not)enough)resource,)but….)



Old&world

Processes

Locations

Departments

Regulatory requirements 

Systems

3rd party suppliers 

3rd party service delivery 

Make&sure&your&audit&universe&matches&the&risk&environment&

Current&

Objectives

Risks

Projects)

Regulatory)/)EU)returns

Governance)framework

Risk)management)
framework

Other)assurance)functions

VFM)/)Best)value)

Future&

Emerging)risks

Customer)interactions

Management)of)complaints

Key)decision)making)models)

Culture)

Key)corporate)events



Strategic&approach&
Look&at&coverage&by&risk&type&

Year&1

Financial)
Controls

35

Compliance 35

Operational
Controls

20

Strategic)risks 10

TOTAL 100

Explore)root)causes)of)lots)of)financial)control)auditing)
Is)this)efficient)given)External)Audit)and)Finance)work?

22

Year&2 Year&3 Year&4

30 25 20

35 30 25

20 20 25

15 25 30

100 100 100
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www.riskai.co.uk

Managing the 
customers / 
stakeholders of IA 
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Advice/Assurance – impact on relations 

Aud Co Low'trust'
Concerned'about'
compliance'

CEO

Executive&Managers&&

HIA

Auditing'
Minimal'advice'

Audit mostly 
audits  

Audit as 
Policemen 

Audit not seen 
as a help 

Less requests 
for advice  
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Tensions between key stakeholders 

! Don’t)get)caught)in)the)middle
! Name)differences)of)opinion
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Scoping 



Scoping Terms of 
Reference

Assignment&Planning

�Assignments)cost)money)– must)add)value

�Assignment)plan,)scope)and)remit)must)ensure)the)audit)looks)at)
risk&and)also)value

�Why&was&this&audit&on&the&plan?

27

What)are)the)exam)questions?



Depth&of&work&
Bredth

Low& Medium& High&

Low • Focussed)
healthcheck

• Limited)scope)review)
• Review)of)a)theme)

area

10)days)

Focussed)investigation)/)audit
15)days)

Make&depth&and&breadth&clear&

! Detail'of'scope'and'exclusions'in'the'audit'documentation'may'not'work
! It'assumes'the'scope'will'be'read'– And'doesn’t'cater'for'foxes,'who'will'say'it'
wasn’t'clear'

Medium) Review)
15)days)

Audit)
20)days

Investigation)
25)days)

High) • High)level)review
• Healthcheck

20)days)

• Comprehensive)investigation)
• Full)scope)investigation)

• Full)audit)
35)days)



Terms&of&Reference&– Real&world&approach&

Operational)controls
O2&
Risk&through&change
Financial)control
F2&
Compliance))
C2
C1 )'If'time'permits..
O1' )'

29

Less)will)be)easier)to)deliver

Less)may)already)be)enough)given)their)current)workload

• Listed)in)priority)order
• Ideally)something)for)

each)key)stakeholder

Auditors)should)start)with)the)key)issues)first)
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Assignment delivery
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Assignments&Real&world&

31

Scope

Information 

Meetings

Testing 

Actions

Report

Delays in getting 
information 

Meetings go off 
track

Too much 
testing 

“So what” 
about the 
findings?

Arguments
& 

Delays

Assignments 
over budget

We knew 
that already 

! Direct)access)best)
! Pin)down)known)issues)and)incidents)

! Pin)down)action)plans)(current/potential)

! Track)delays)in)information)provided)/)cancellations
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Root Cause analysis



What&does&the&IIA&say&about&RCA?
2320]2&

Risk)&)Assurance)Insights)Ltd)– www.riskai.co.uk
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RCA in context
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Policy compliance

Case study  
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Training

900 staff trained (75%)

36

750/800 (94%) – Office 

150/400 (37%) – Site



H&S&
ACCIDENT

Root&cause&analysis&– fishbone..&&
Policy 
roll-out

Training 
approach

Working 
environment

Roles & 
Responsibilities

Equipment 
& 
Resourcing 

GRC

E-learning 
(Cheaper)

No PCs at 
remote sites

Key staff away 
From the office 

H&S: 
Managers will 
monitor

Little F2F

Managers: 
H&S is a matter 
For H&S

Publish on 
intranet

Wrong KPIs / KRIs

Managers expected 
to brief

Limited e-mail use
For key staff groups

No one looking at 
roll-out status
& 
Following up 

1)&HSE&F2F&
training&

3)&New&KPIs&and&
follow]up

2)&R&R&
FW
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Policy&Exceptions&example&

Policy exceptions
Operational Reality does not 
match what the policy says  

Policy creation Managers 
Operational input will slow 
down policy process
May create conflict with 
operations 

Operational staff
Too busy on operations 
Policy input not a priority (get 
exceptions anyway)

Policy approval process
Does not check whether operations 
have been engaged 
Able to “tick off” policy 



Key&approach&– 5&whys,&2&legs
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Why)did)it)happen? Why)was)it)missed

Never&(ever)&one&Root&Cause&
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Reporting
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Findings&vs.&Root&causes&and&actions&
Findings 

Root Causes / 
Actions 

14 exceptions, but only 5 findings
Detail killer facts ~ amounts / external examples 
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“Risk&appetite”

Regarding&Project&X&– O/S&facilities&management&
Cost)£1M,)Benefits)£2M,)delivery)March)2018

Delivery)on)a)pragmatic)“agile”)basis)

IA&finding&
Risk)assessment)is)weak)

Likelihood)of)project)overspend)
Delivery)could)be)delayed

Recommendation
Formalize)risk)assessments)every)

month)
Project)management)in)line)with)PMF

Or)Prince)II

IA&finding&
• 3)unplanned)overspends)~)£10K,)£25K)&)£30K

• Cost)out@turn)not)up@dated)since)October)2016
• Milestone)Y)missed)by)4)weeks)
• Business)benefits)not)yet)built)into)budgets)£0.3M)

unallocated)
• Specific)risk)tolerances)not)clearly)defined)

Recommendation
• More)detailed)budget)to)be)drawn)up)and)

contingency)
• Unbudgeted)costs)more)than)£5K)to)be)reported)
• Build)in)£300K)of)benefits)into)budgets)in)the)next)6)

months,)escalate)if)not)agreed)
• Create)a)firmer)timeline)ahead)of)go)live)
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Agreeing actions 
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How&long&to&remediate&the&finding?&&

Importance of 
what has been 

found  Complexity to fix 

Quicker? Longer?
Ensure)this)is)a)management)decision
Consider)a)framework))
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Follow-Ups



Audit action closure / follow-up  

Action agreed 

Requests to delay 
deadline 

Late completion 

Poor quality 
remediation to 

address root causes 

When action was 
agreed was the 

verification evidence 
made clear?

Were resource 
constraints and other 
pressures factored in? 

Rigour of interim 
progress reviews 

(including tracking staff 
changes) 

Management see this 
as mostly an IA priority 
Limited consequences 

Management&

Internal&Audit&
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Follow&up&process

Importance&
of&issue

Approach& Management& Audit&

High Agree)action)
&)

Verification)
requirements

&)

Interim)milestones)

• Management)confirm)on)track)
• Management)delivery)against)

requirements)
• Senior)Management)sign)off)

against)verification)

requirements)
• Documentation)filed)centrally)

Check)verification)
evidence)

Selected)follow@
up

Medium) Agree)action)
&)

Interim)milestones

Management)deliver)
Document)

Selected)follow@
up

Low) Points)of)note) Management)decide)action) No)action)



Reflections&on&being&Savvy
� Treat)all)top)people)with)care)&)respect)– take)nothing)for)granted

� Be)equal)between)Audit)Committee)and)Executives)and)equal)within)

groups)(one)might)be)the)next)Chief)

� Be)wary)of)favours)outside)of)a)process)– you)may)be)being)played

� Education)on)mindset)issues)– long@term)approach

Learn)to)be)a)bit)more)foxy!

� Recognise the)number)of)issues)they)are)juggling)– don’t)waste)their)time)

� Personal)e@mails,)not)cc’dp)Personal)callsp))Personal)briefings)

� Don’t)ignore)being)ignored,)but)don’t)get)irritated!)

� Don’t)expect)to)be)their)friend,)sometimes)it)will)just)be)business!)
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Wolf&in&sheep’s&clothing&
Assignments&

! Establish)and)document)what)is)known/being)worked)on)at)the)start)of)assignments)

! Look)at)Root)Cause)Methodology)and)be)wary)of)blaming)individuals)(just)culture))

! Be)wary)of)groups)– have)a)buddy)in)a)high)stakes)meeting)

! Less)is)more)in)writing)/)recommendations)

! Prepare)for)key)meetings)– care)taking)them)head)on)/)saying)no)to)them)/)being)

pressured)to)saying)yes)

! Drive)rigour around)high)importance)actions)– verification)requirements)– interim)up@

dates)– limit)opportunity)for)last)minute)surprises)

! Learn)to)recognize)them!!)

! Agree)assignment)timing)very)early)on)

! Short)e@mails)– direct)and)personal)with)deadlines)and)how)you)will)treat)silence)

! Keep)track)of)delays)/)cancellations)– draw)out)poorest)performance

! Pay)attention)to)assignment)scoping)and)roles)(RASCIE@O)
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Recommended&reading&



These slides have been developed for the exclusive use of those attending the
CIPFA NW workshop in March 2017 by James Paterson, Risk & Assurance Insights

Ltd.

This presentation has been prepared solely for educational and illustrative

purposes. Whilst every effort has been made to ensure the factual accuracy of the
content herein, no representation or warranty is given as to its accuracy.

This presentation should not be relied upon as the basis for making any investment

or other decision and it is not claimed that any of the content or views contained

herein, whether expressly made or implied, represents the views of management.

The slides should not be reproduced or circulated further without permission from

James Paterson:

EMmail:'jcp@RiskAI.co.uk

Web:'www.RiskAI.co.uk

Phone:'+44'7802'868914
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