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Jon Blake

26 Years New Scotland Yard Detective
16 Years Cyber Investigation

Worldwide Training, Consultancy and
Security Tester since 2015
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", Congratulations. This bro... X +

S @~ € O hitps//checktorproject.org/?lang=en_US € Q Search =

This page is also available in the following languages: JEgls|[E v

Congratulations. This browser is configured to use Tor.

Your IP address appears to be: 85.248.227.164

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information about
this exit relay, see: Atlas.
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GreenBits RECEIVE

B 4.79165029

€1283.92
) Depost £ 0.00912566
C £ -0.00932566
o) Deposit 2001219893

1HB5XMLmMzFVj8ALjémfBsbifRoD4miY36v



68c8743419030cbab7e56e1c4104cf0ed49cd4ecl91ed1lcOea87fab666132188fce
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Transaction view information about a bitcoin transaction

4c07a07dfd9d5b79d168ec6835di876c64e82350a8f9211bf586d858abaebdba

1JFWESTHCAQQRYx99c43DXSGyoPLIZs62D * 1izké:i;\:&_\;i?ﬁ2fk';?;§lgf:;z}”zgmz ggg :Ig
Summary Inputs and Outputs

Size 226 (bytes) Total Input 1BTC

Received Time 2013-03-29 13:41:45 Total Qutput 1BTC

Included In Blocks 228591 ( 2013-03-29 13:57:01 + 15 minutes ) Fees 0BTC

Confirmations 206562 Confirmations Estimated BTC Transacted 0.22 BTC

Relayed by IP @ 60.242.16.161 (whois) Scripts Show scripts & coinbase






Investigative Opportunities

Senders or recipients IP addresses not present in Bitcoin protocol
Relay IP addresses may be present

ldentifying a Bitcoin market place may produce transaction logs
Users publish their wallet details in forums etc.

Forensic examination of devices may produce transaction evidence

Google is your friend






