
Monthly Threat Update

North East Economic & Cyber Crime
Welcome to the Monthly Threat Update (MTU) from NEROCU. This 
document provides an overview of Economic and Cyber crime trends 
within the North East and UK.

This document contains April 2024 data with a forward outlook.

Please contact the Regional Economic Crime Coordination Centre 

(RECCC) if you have any questions: RECCC@durham.police.uk

Reading Time 5-10 minutes.
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This data represents the number of reports received from Action Fraud with a 

Cyber category selected. April 2024 there was a total of 97 Cyber reports, in 

comparison, there were 67 reports in April 2023, an increase of 44%. In April 

2024, the highest reported category was ‘Hacking- Social Media and Email’ 

with 71 reports. The age category 18-30 reported the most ‘Hacking-Social 

Media and Email’ reports, followed closely by the 51-60 age category. 

In the month of April, within the Hacking-Social Media and Email reports, Email 

and Facebook are the most reported primary platforms compromised. Action 

Fraud data shows hackers have gained access to one of the victim’s accounts 

and from this they have been able to access the victims further social media 

platforms. 

Phishing scam from EVRI, we have seen reports on this in April in the region. 

Victims are receiving a text message that appear to be from the Evri delivery 

service that say they need to pay for redelivery. The text includes a link to a 

fake Evri website, where victims of the scam can enter their bank details. 

Although the amount of money they are claiming is small, the scammers are 

reportedly looking to steal people’s payment details

Cyber Dependent

North East Victim Reports
Total Reports:    April 23: 67 April 24: 97 44%
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This data represents the number of reports received from Action Fraud

with a Fraud category selected. There has been a total of 575 reports in 

April 2024, a reduction of 13.9% compared to April 2023. Throughout this 

month, the most reported category after the general category ‘Other 

Fraud’ remains  ‘Online Shopping and Auctions’ with 115 reports but it is 

worth noting that this has reduced by 24.5%.  

Reports for ‘Fraud Recovery’ scams  have doubled this month compared 

to April 2023. Fraud Recovery Scams are when someone who has been a 

victim of Fraud in the past is contacted again by fraudsters. They pretend 

to be a government, police or law agency official or company who can 

help recover the money that was lost but ask for a fee to get it back. 

❑Be ready for fraud recovery scams if you’ve been a victim in the past. 

❑Challenge any calls, letters or emails from people you don’t know or 

companies you’ve never contacted.

❑ If you’re asked to pay, or give your bank account details, end all 

contact.

❑Ask how they found out that you had been a victim. Any report of fraud 

is protected by law and can’t be shared with anyone else outside of law 

enforcement agencies.

Fraud Category
North East Victim Reports

Total Reports: Apr 23: 667   Apr 24: 575           13.9% 
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We would like to thank members of the public who have made 

changes to stay safe from Fraudsters, which may have contributed 

to the lower numbers of Fraud reports this month

We urge readers to continue to be vigilant and help spread the 

message to their friends and families to help keep themselves safe.



Engagement Events
Below is just some of what the team have been up to 

this month…
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This month the team have visited Barclay’s Headquarters with 

Barclay’s Local Champions to work with staff to increase 

awareness of the threat of Fraud in the local area with more 

CPD sessions lined up.

We took part in ‘The Preparation for Life Roadshow’ at Bede 

College and Hartlepool Sixth Form speaking to students about 

money muling and checking their password secuirty.

A Fraud foundation information session with Durham Carers to 

increase their knowledge around Fraud and Economic Crime.

We worked with Cleveland Police Cyber Team to deliver to 

University of the 3rd Age (U3A) in Hartlepool. We have also 

visited Allendale Warm Hub Network to speak to the group 

about Courier Fraud and Fraud awareness.
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Total 

losses: 

£2.3Million 

Business 

Banking 

Customers 

Are Being 

Targeted.
Multiple business bank 

customers have been 

called on business lines 

by a threat actor 

purporting to be from 

their bank.

HOW IT WORKS:

However, the criminal then adds new 

beneficiaries to the account and the 

customer is authorising payments to the 

newly added beneficiaries.

The customer receives a 

phone call from a criminal 

claiming to be from the bank. 

They have knowledge of 

recent transactions on the 

account and state that there 

has been suspicious activity 

on the account. 

The customer is then directed to a website 

which mirrors the official bank website. 

Some of the links on the website download 

an app called Any Desk to the customers 

computer and the threat actor then states 

they are reversing the suspicious 

transactions and the customer needs to 

authorise them.

HOW TO PROTECT YOURSELF AND YOUR BUSINESS:

• If in doubt, hang up. 

• Use a trusted number to call back and check it out.

• Do not give any personal details or sensitive information.

Remember, not everyone is who they say they are!



Horizon 
Scanning
Monitoring Threats
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Well known brands are being used to advertise fake 

giveaways by criminals looking to exploit members 

of the public. The fake giveaways are advertised on 

social media and via phishing emails.

Some of the brands that have been impersonated 

are SHEIN, impersonated on Instagram offering gift 

cards to users and also sending malicious links via 

email.

Asda is another company that has been 

impersonated on social media, mainly Facebook on 

buying and selling pages and other community 

groups, offering a giveaway of a ‘£250 voucher’. 

The link takes the user to a fake website and steals 

the users personal details once entered.

If in doubt remember to avoid clicking on 

unknown links and if it sounds too good to be 

true, it probably is!

FAKE 

GIVEAWAYS

A number of fake 

giveaways are 

circulating on social 

media and via 

phishing emails.



Criminals like to phish for your information

How you can stay safe;

- Avoid clicking on links in emails, texts and on social media

- Avoid giving out any personal or financial information unless it is to an 

organisation you know and trust. 

- Review your privacy settings within your social media accounts.

If you think your information might have been stolen, call your bank immediately and report it to 

www.actionfraud.police.uk

‘Phishing’ is a cybercrime in which a target is contacted by email, telephone or text message 

posing as a legitimate institution to lure individuals into providing sensitive data such as 

personally identifiable information, banking and credit card details and passwords. The 

information is then used to access important accounts and can result in identify theft and 

financial loss.

PHISHING

If you believe you have received a phishing email, text or phone call you can report it at report@phishing.gov.uk.

Please see www.NCSC.gov.uk for further advice on phishing.

mailto:report@phishing.gov.uk
http://www.ncsc.gov.uk/




www.fca.org.uk/scamsmart

Thinking of 
investing?

Did you know that the 

Financial Conduct Authority

has a tool that allows you to check if the 

company you are thinking of investing 

with are on the 

Financial Services Register?

Almost all financial services in the UK must 

be authorised and registered.

To search the warning list for unauthorised 

companies or for more advice, visit:
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https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.fca.org.uk%2Fscamsmart&data=05%7C02%7CMegan.Turner%40durham.police.uk%7C0884d757899c4e6d871b08dc5e00ec2c%7C4bed7fe3f41040769052b7b894eafffe%7C0%7C0%7C638488605253184447%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=K%2B%2B1kDcQNz9XhpI%2BYmLZoEP4X7aFCA2vkoXRSzai%2B3o%3D&reserved=0


• Do not reply to the text 

and do not click any 

links.

• Forward any suspicious 

texts to 7726 to be 

investigated.

There continues to be an increase in Fraudulent Evri 

delivery texts similar to the one pictured (left) 

throughout the North East. The latest victim in the 

North East has had £4000 stolen from their account.

When victims reply ‘Y’ and receive a link they are taken to a 

page that looks similar to the Evri website, the website 

requests personal information and requests the victim to card 

details.

If you think you have been a victim of Fraud, 
contact Action Fraud at www.actionfraud.police.uk

or call 0300 123 2040.

• If you have entered any personal details, contact your 

banks Fraud team immediately by dialling 159.

http://www.actionfraud.police.uk/
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What’s Happening Next?
Olympics – Paris, July 2024 

With 1.42 billion expected in revenue from the sale of tickets for the 2024 Olympics in Paris, it is no 

surprise that this is a major target for criminals to exploit. During the champions league final at Stade Le 

France in May there were fake tickets detected, it is likely that this will also happen at the Olympics. It is 

important to be vigilant when purchasing tickets and protect any accounts you use to purchase tickets with 

strong passwords and security.

In addition to the Olympics, The UEFA European 

Championships start in June. As with what is stated 

above, be on the look out for fake ticket sales and fake 

merchandise as criminals will look to exploit the high 

demand for these events. Be wary of any adverts on 

social media and try to use official websites where 

possible.

Euros – June 2024 





Fraud in the UK is reported Dial 159 (Stop Scams UK

Anti-Fraud Hotline)

An automated line which

Takes you through to your

Bank’s Fraud team .

Forward Fraudulent emails to
Forward phone numbers 

Sending you Fraudulent 

Messages or calls to 7726
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